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     Resolution 2417 (2018): The Question of Defences Against Cyber 

Warfare 
 

Proposed for consideration of the Security Council at its 8227th meeting, held 

at the ANU College of Business and Economics. 
 

The Security Council, 

Affirming, in the words of the Universal Declaration of Human Rights, that 

everyone has the right to life, liberty and security of person, 

Concerned by the recent disruptions of the Latvian cellular network, and temporary 

shutdown of their emergency hotline services, 

Further concerned by the recent increase in Russian submarine presence near 

undersea data cables in the North Atlantic, 

Noting that many countries are becoming increasingly reliant on technology to 

provide services, 

Further noting the increased rate of hybrid warfare through the blend of 

conventional, irregular, and cyber warfare, as well as other influencing methods, 

Further noting the potential power of cyber threats and propaganda campaigns, 

Further noting that cyber defences are less expensive than conventional means of 

defense, 

Believing that cyber hacking and hybrid warfare is an increasing risk to the security 

of states and individuals, 

Acting under Chapter VII of the Charter of the United Nations,  
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1. Declares that the disruption of cellular, internet, or electricity networks, or the damage 

of undersea data cables by a foreign power, to be an act of war; 

2. Requires that all branches of government, and network providers in all states perform: 

a. annual simulations and drills for cyber-attacks and attempted hacks, 

b. biannual reviews of what services would be at risk in the case of attacks or 

hacks; 

3. Strongly recommends that public awareness campaigns are run so that all citizens know 

what basic services are at risk in the event of an attack, and how to survive temporarily 

without access to these services; 

4. Further recommends that states’ defence and security services prepare not only for 

isolated physical and cyber- attacks, but also variations of hybrid warfare; 

5. Further recommends that every citizen above the age of 16 is trained with basic skills in 

physical, mental, and cyber defence; 

6. Forms the Council of Modern Defence (COMD) to ensure the security of states is 

upheld to an adequate degree: 

a.  Decides that, if there are concerns that a state’s defence may not be adequate or 

could be at risk, COMD has the authority to: 

i. review a state’s defence system formally, or 

ii. authorise a simulation attack on the defence system of a state, 

b. Decides that the COMD should run programs to:  

i. assist countries with the set-up of cyber and hybrid defences,  

ii. recommend actions to remedy any faults found in assessments; 

7. Requests that Russia retract its submarines from the NATO data cables to a level and 

distance deemed acceptable by COMD; 

8. Decides to remain actively seized of the matter. 
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